0004 MRI 01175/131 

00 AFO FBICO ALO 

DE RUCNFE #0036 1312347 

ZNR UUUUU 

O 112250Z MAY 99 

FM DIRECTOR FBI [sd 3 bTE 
TO ZEN/AFIWC KELLY AFB TX//DO///IMMEDIATE/ 

ZEN/AFOC WASHINGTON DC/IMMEDIATE/ 

ZEN/BATF WASHINGTON DC/IMMEDIATE/ 

ZEN/BUREAU OF PRISONS WASHINGTON DC/IMMEDIATE/ 

ZEN/CDRFORSCOM FT MCPHERSON GA//AFIN-SD///IMMEDIATE/ 

ZEN/CDRMDW FT MCNAIR DC//ANOP///IMMEDIATE/ 

ZEN/CDRUSACIDC FT BELVOIR VA//CIOP-IN///IMMEDIATE/ 

ZEN/CIA WASHINGTON DC//DDO CTC/C/OAG/EC/CCB/CTC///IMMEDIATE/ 
ZEN/CINCUSACOM NORFOLK VA//CD0/J33/J6/32///IMMEDIATE/ 

ZEN/CMC WASHINGTON DC//POC/POS///IMMEDIATE/ 

ZEN/CNO WASHINGTON DC//N312DS/N6///IMMEDIATE/ 

ZEN/COGARD INTELCOORDCEN WASHINGTON DC/IMMEDIATE/ 

ZEN/COMDT COGARD WASHINGTON DC//G-OPF///IMMEDIATE/ 

ZEN/COMJSOC FT BRAGG NC//J2///IMMEDIATE/ \ 


ZEN/DA WASHINGTON DC//DAMO-AOC/DAMO-ODL-FP/DAMI-CH/DAMI-POD/SO-LIC///IMMEDIATE/ 


SEARCHED a Dub = 120 


SERIALIZED FLED 
MAY 11 4933 


FBI — COLUIGIA 
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6. (U) NIPC ENCOURAGES AFFECTED SITES TO RETAIN AS MUCH RELEVANT 
LOG INFORMATION AS POSSIBLE, WHILE RE-ESTABLISHING THEIR WEB 

PRESENCE AS QUICKLY AS ORGANIZATIONAL JUDGMENT AND REQUIREMENTS ae 
SUGGEST. RECIPIENTS ARE ASKED TO REPORT SUSPICIOUS ACTIVITY TO 

YOUR LOCAL FBI OFFICE, OTHER LAW ENFORCEMENT AGENCY, OR NIPC, AND 

TO YOUR COMPUTER EMERGENCY RESPONSE CAPABILITY, AS APPROPRIATE. 

THE NIPC WATCH AND WARNING UNIT CAN BE REACHED AT (202) 323- 

3204/3205/3206, OR[s—~—SSSCSdY 
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ZEN/FCC WASHINGTON DC/IMMEDIATE/ 

ZEN/FEMA HQ WASHINGTON DC//OS-SY-RF/DR-NS-FORMAN///IMMEDIATE/ 

ZEN/FEMA MT WEATHER BERRYVILLE VA//IT/EN/DI/NECC///IMMEDIATE/ 
ZEN/FLTINFOWARCEN NORFOLK VA//N2/N3/N6/SCIO///IMMEDIATE/ | 

ZEN/GSA OFFICE INFO SECURITY WASHINGTON DC//PSE/FPS///IMMEDIATE/ 

ZEN/HQ AFOSI XOQ BOLLING AFB. DC/IMMEDIATE/ 

ZEN/HQ AFOSI ANDREWS AFB MD//XOII///IMMEDIATE/ 

ZEN/HQ AIA DIR OF OPERATIONS KELLY AFB TX//I0C///IMMEDIATE/ 

ZEN/HQ INS WASHINGTON DC/IMMEDIATE/ 

ZEN/JOINT STAFF WASHINGTON DC//J2MI/J3/333/0334/339/J6K/NMCC///IMMEDIATE/ 
ZEN/JTF-CND WASHINGTON DC//J32/J3///IMMEDIATE/ 

ZEN/MGR NCS WASHINGTON DC//N3///IMMEDIATE/ 

ZEN/NIMA RESTON VA//MSSA///IMMEDIATE/ 

ZEN/NRC WASHINGTON DC//NRCSGTR///IMMEDIATE/ 

ZEN/NRO WASHINGTON DC//CI/COM/COMM350///IMMEDIATE/ 

ZEN/NSA FT GEO MEADE MD/ /NSOC/SIPO/IPA/SSO MEADE/902DMIGP/IWBB///IMMEDIATE/ 
ZEN/ONI WASHINGTON DC//ONI-24///IMMEDIATE/ 

ZEN/SECDEF WASHINGTON DC//C3I/IORC/IG/DOD/AIG-INV/// IMMEDIATE / 

ZEN/US CUSTOMS SERVICE WASHINGTON DC/IMMEDIATE/ 


ZEN/US MARSHALS SERVICE WASHINGTON DC/IMMEDIATE/ 


é 
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ZEN/US SECRET SERVICE WASHINGTON DC/IMMEDIATE/ 
ZEN/USCINCCENT MACDILL AFB FL//CCJ3-C///IMMEDIATE/ 
ZEN/USCINCEUR VAIHINGEN GE//EAC///IMMEDIATE/ 
ZEN/USCINCPAC HONOLULU HI//CDO/J37/EAB/3372/J36///IMMEDIATE/ 

ZEN/USCINCSO MIAMI FL//JOIC///IMMEDIATE 

ZEN/USCINCSOC MACDILL AFB FL//SO0J3-K///IMMEDIATE/ 

ZEN/USCINCSTRAT OFFUTT AFB NE//J3611///IMMEDIATE/ 

ZEN/USDA WASH DC//OIG///IMMEDIATE/ 

ZEN/USIA WASHINGTON DC/IMMEDIATE/ 

ZEN/USSPACECOM COMMAND CTR CHEYENNE MOUNTAIN AS CO/IMMEDIATE/ 
ZEN/USTRANSCOM AMC TACC EA CELL SCOTT AFB IL/IMMEDIATE/ 
ZEN/117PLA//USSTRATCOM GCCS OFFUTT APB NE/J6722///IMMEDIATE/ 

ZEN/WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC/IMMEDIATE/ 
ZEN/WHITE HOUSE SITUATION ROOM WASHINGTON DC//EOP SECURITY OFFICE///IMMEDIATE/ 
ALL FBI FIELD OFFICES/IMMEDIATE/ 

ALL LEGATS/IMMEDIATE/ 

INFO ZEN/DEFINTELAGNCY SAFE READD WASHDC/IMMEDIATE/ 

ZEN/117PLA//82 CSS LANGLEY AFB VA/SCFN///IMMEDIATE/ 
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CITE: //1301// 
PASS: NIC WARNING STAFF TO NATIONAL WARNING COMMUNITY; JTF-CND TO 
APPROPRIATE DOD FACILITIES, SERVICE COMPONENTS AND TARGET ° 


LOCATIONS; NIPC TO FEDCIRC, CARNEGIE MELLON CERT; NSA FOR ZKZK OO ZSL DE. 


SUBJECT: NIPC INFORMATION SYSTEM ADVISORY (NIPC ADVISORY 99-008) . 
1. A PORTUGESE HACKER GROUP CALLING ITSELF QUOTE FORPAXE 
— 
ENDQUOTE HAS CLAIMED RESPONSIBILITY FOR DEFACING MULTIPLE U.S. 
MILITARY AND GOVERNMENT WEB SERVERS. FORPAXE CLAIMS TO BE A 
PORTUGUESE GROUP NOW WORKING IN THE OPEN IN PROTEST OF THE 
PORTUGUESE GOVERNMENT. IT HAS CLAIMED RESPONSIBILITY FOR 
NUMEROUS WEB-SERVER HACKS REPORTED DURING THE PAST 10 DAYS, AIMED 
AT MULTIPLE MILITARY AND FEDERAL DOMAINS INCLUDING NASA, ARMY, 
NAVY AND GSA. 
2. RECOMMENDATIONS: NIPC SUGGESTS THAT FEDERAL, STATE, LOCAL AND 


PRIVATE ORGANIZATIONS CONSIDER THE FOLLOWING ACTIONS TO PROTECT 


INFORMATION SYSTEMS AND NETWORKS: 


b3 
b7E 
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0005 MRI 01179/131 | 
00 AFO FBICO ALO 
DE RUCNFB #0037 1312348 
ZNR UUUUU 
O 112300% MAY 99 
FM DIRECTOR FBr[T™—~—SCSY 
TO ZEN/AFIWC KELLY AFB TX//DO///IMMEDIATE/ 
ZEN/AFOC WASHINGTON DC/IMMEDIATE/ 
ZEN/BATF WASHINGTON DC/IMMEDIATE/ 
ZEN/BUREAU OF PRISONS WASHINGTON DC/IMMEDIATE/ 
ZEN/CDRFORSCOM FT MCPHERSON GA//AFIN-SD///IMMEDIATE/ 
ZEN/CDRMDW FT MCNAIR DC//ANOP///IMMEDIATE/ 
ZEN/CDRUSACIDC FT BELVOIR VA//CIOP-IN///IMMEDIATE/ 
ZEN/CIA WASHINGTON DC//DDO CTC/C/OAG/EC/CCB/CTC///IMMEDIATE/ 
ZEN/CINCUSACOM NORFOLK VA//CDO/J33/J6/J2///IMMEDIATE/ 
ZEN/CMC WASHINGTON DC//POC/POS///IMMEDIATE/ 
ZEN/CNO WASHINGTON DC//N312DS/N6 ///IMMEDIATE/ 
ZEN/COGARD INTELCOORDCEN WASHINGTON DC/IMMEDIATE/ 
ZEN/COMDT COGARD WASHINGTON DC//G-OPF///IMMEDIATE/ 


ZEN/COMJSOC FT BRAGG NC//d2///IMMEDIATE/ 


ZEN/DA WASHINGTON DC//DAMO-AOC/DAMO-ODL-FP/DAMI -CH/DAMI -POD/SO-LIC///IMMEDIATE/ 
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ZEN/DEPT OF COMMERCE WASHINGTON DC//OSY///IMMEDIATE/ 
ZEN/DEPT OF ENERGY WASHINGTON DC//CN-1/NN60/NN62/HR42///IMMEDIATE/ 
ZEN/DEPT OF ENERGY GERMANTOWN MD//MA43///IMMEDIATE/ 

ZEN/DOE LAWRENCE LIVERMORE LAB LIVERMORE CA//CIAC///IMMEDIATE/ 
ZEN/DEPT OF INTERIOR WASHINGTON DC//5040///IMMEDIATE/ 

ZEN/DEPT OF JUSTICE COMMAND CENTER WASHINGTON DC/IMMEDIATE/ 
ZEN/DEPT OF JUSTICE WASHINGTON DC/IMMEDIATE/ 

ZEN/DEPT OF STATE WASHINGTON DC//DS/IST/ITA/INR/TNR///IMMEDIATE/ 
ZEN/DEPT OF TRANSPORTATION WASHINGTON DC//S60/S80///IMMEDIATE/ 
ZEN/DEPT OF TREASURY WASHINGTON DC//MSTR///IMMEDIATE/ 

ZEN/DIA WASHINGTON DC//TERR DESK/TWC-2///IMMEDIATE/ 

ZEN/DIRACIC FT GEORGE G MEADE MD//IAMG-C-ACIC///IMMEDIATE/ 
ZEN/DIRLIWA FT BELVOIR VA/IMMEDIATE/ 

ZEN/DIRNAVCRIMINVSERV WASHINGTON DC//22A/NAVATAC-22A///IMMEDIATE/ 
ZEN/DISA WASHINGTON DC//D16/D312/D3332///IMMEDIATE/ 

ZEN/DLA FT BELVOIR VA//CAASI/CI///IMMEDIATE/ 

ZEN/DRUG ENFORCEMENT ADMIN HQ WASHINGTON DC/IMMEDIATE/ 
ZEN/117PLA//DSDC COLUMBUS OH/TAC///IMMEDIATE/ 

ZEN/DTRA ALEX WASHINGTON DC//OPSS///IMMEDIATE/ 

ZEN/DTRA DULLES WASHINGTON DC/IMMEDIATE/ 


ZEN/FAA NATIONAL HQ WASHINGTON DC//ACI-100/ACcO-700///IMMEDIATE/ 
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ZEN/FCC WASHINGTON DC/IMMEDIATE/ 

ZEN/FEMA HQ WASHINGTON DC//OS-SY-RF/DR-NS-FORMAN///IMMEDIATE/ 

ZEN/FEMA MT WEATHER BERRYVILLE VA//IT/EN/DI/NECC///IMMEDIATE/ 
ZEN/FLTINFOWARCEN NORFOLK VA//N2/N3/N6/SCIO///IMMEDIATE/ 

ZEN/GSA OFFICE INFO SECURITY WASHINGTON DC//PSE/FPS///IMMEDIATE/ 

ZEN/HQ AFOSI XOQ BOLLING AFB DC/IMMEDIATE/ 

ZEN/HQ AFOSI ANDREWS AFB MD//XOII///IMMEDIATE/ 

ZEN/HQ AIA DIR OF OPERATIONS KELLY AFB TX//I0C///IMMEDIATE/ 

ZEN/HQ INS WASHINGTON DC/IMMEDIATE/ 

ZEN/JOINT STAFF WASHINGTON DC//J2MI/I3/I333/534/I39/T6K/NMCC///IMMEDIATE/ 
ZEN/JTF-CND WASHINGTON DC//J2/33///IMMEDIATE/ 

ZEN/MGR NCS WASHINGTON DC//N3///IMMEDIATE/ 

ZEN/NIMA RESTON VA//MSSA///IMMEDIATE/ 

ZEN/NRC WASHINGTON DC//NRCSGTR///IMMEDIATE/ 

ZEN/NRO WASHINGTON DC//CI/COM/COMM350///IMMEDIATE/ 

ZEN/NSA FT GEO MEADE MD//NSOC/SIPO/IPA/SSO MEADE/902DMIGP/IWBB///IMMEDIATE/ 
ZEN/ONI WASHINGTON DC//ONIT-24///IMMEDIATE/ 

ZEN/SECDEF WASHINGTON DC//C31I/IORC/IG/DOD/AIG-INV///IMMEDIATE/ 

ZEN/US CUSTOMS SERVICE WASHINGTON DC/IMMEDIATE/ 


ZEN/US MARSHALS SERVICE WASHINGTON DC/IMMEDIATE/ 
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ZEN/US SECRET SERVICE WASHINGTON DC/IMMEDIATE/ 
ZEN/USCINCCENT MACDILL AFB FL//CCI3-C///IMMEDIATE/ 
ZEN/USCINCEUR VAIHINGEN GE//EAC///IMMEDIATE/ 
ZEN/USCINCPAC HONOLULU HI//CDO/J37/EAB/J3372/36///IMMEDIATE/ 

ZEN/USCINCSO MIAMI FL//JOIC///IMMEDIATE/ 

ZEN/USCINCSOC MACDILL AFB FL//S0J3-K///IMMEDIATE/ 

ZEN/USCINCSTRAT OFFUTT AFB NE//J3611///IMMEDIATE/ 

ZEN/USDA WASH DC//OIG///IMMEDIATE/ 

ZEN/USIA WASHINGTON DC/IMMEDIATE/ 

ZEN/USSPACECOM COMMAND CTR CHEYENNE MOUNTAIN AS CO/IMMEDIATE/ 
ZEN/USTRANSCOM AMC TACC EA CELL SCOTT AFB IL/IMMEDIATE/ 
ZEN/117PLA//USSTRATCOM GCCS OFFUTT AFB NE/J6722///IMMEDIATE/ 

ZEN/WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC/IMMEDIATE/ 
ZEN/WHITE HOUSE SITUATION ROOM WASHINGTON DC//EOP SECURITY OFFICE///IMMEDIATE/ 
ALL FBI FIELD OFFICES/IMMEDIATE/ 

ALL LEGATS/IMMEDIATE/ 

INFO ZEN/DEFINTELAGNCY SAFE READD WASHDC/IMMEDIATE/ 

ZEN/117PLA//82 CSS LANGLEY AFB VA/SCFN///IMMEDIATE/ 
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CITE: //1301// 
PASS: NIC WARNING STAFF TO NATIONAL WARNING COMMUNITY; JTF-CND TO 
APPROPRIATE DOD FACILITIES, SERVICE COMPONENTS AND TARGET 


LOCATIONS; NIPC TO FEDCIRC, CARNEGIE MELLON CERT; NSA FOR ZKZK OO ZSL DE. 


SUBJECT: NIPC INFORMATION SYSTEM ADVISORY (NIPC ADVISORY 99-008). 


3. RECIPIENTS ARE ASKED TO REPORT SUSPICIOUS ACTIVITY TO YOUR a, 
LOCAL FBI OFFICE, LAW ENFORCEMENT AGENCY, NIPC, OR ORGANIZATIONAL b7E 
COMPUTER EMERGENCY RESPONSE CAPABILITY, AS APPROPRIATE. THE NIPC 

WATCH AND WARNING UNIT CAN BE REACHED AT (202) 323- 

3204/3205/3206, on[ sd 

C BY 4415,NIPC NSD; R 1.5(C); DX1 

BT 


#0037 


ASSIFiED BY: Nsicc [__ b6 
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0002 MRI 00897/153 


OO AFO FBICO ALO 

DE RUCNFB #0005 1532023 

ZNY SSSSS 

O 0215242 JUN 99 

FM DIRECTOR FBI [_—‘—CidCS b7E 
TO ALL FBI FIELD OFFICES/IMMEDIATE/ 

ZEN/JTF CND WASHINGTON DC//J2/33///IMMEDIATE/ 

ZEN/JOINT STAFF WASHINGTON DC//J2M1I/J3/333/339/36K/NMCC///IMMEDIATE/ 
ZEN/NSA FT GEO MEADE MD//NSOC/SIPO/IPA/SSO///IMMEDIATE/ 

ZEN/SECDEF WASHINGTON DC//C31I/IORC/IG/DOD/AIG-INV/03TA///IMMEDIATE/ 
ZEN/CIA WASHINGTON DC//DDO CTC/C/OAG/EC/CCB/CTC///IMMEDIATE/ 
ZEN/DEPT OF ENERGY WASHINGTON DC//CN-1/NN60/NN62/HR42///IMMEDIATE/ 
ZEN/DOE LAWRENCE LIVERMORE LAB LIVERMORE CA//CIAC///IMMEDIATE/ 
ZEN/DEPT OF JUSTICE COMMAND CENTER WASHINGTON DC/IMMEDIATE/ 

ZEN/DEPT OF STATE WASHINGTON DC//DS/IST/ITA/INR/TNR///IMMEDIATE/ 
ZEN/DEPT OF COMMERCE WASHINGTON DC//OSY///IMMEDIATE/ 

ZEN/DEPT OF INTERIOR WASHINGTON DC//5040///IMMEDIATE/ 


ZEN/DEPT OF TRANSPORTATION WASHINGTON DC//S60/S80///IMMEDIATE/ 


ZEN/DEPT OF TREASURY WASHINGTON DC//MSTR///IMMEDIATE/ 


ZEN/FAA NATIONAL HQ WASHINGTON DC//ACI-100/ACO-700///IMMEDIATE/ ise 
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ZEN/FCC WASHINGTON DC/IMMEDIATE/ 

ZEN/FEMA HQ WASHINGTON DC//OS-SY-RF/DR-NS-FORMAN///IMMEDIATE/ 
ZEN/GSA OFFICE INFO SECURITY WASHINGTON DC//PSE/FPS///IMMEDIATE/ 
ZEN/MGR NCS WASHINGTON DC//N3///IMMEDIATE/ 

ZEN/NRC WASHINGTON DC//NRCSGTR///IMMEDIATE/ 

ZEN/US SECRET SERVICE WASHINGTON DC/IMMEDIATE/ 

ZEN/USDA WASH DC//OIG///IMMEDIATE/ 

ZEN/WHITE HOUSE NATIONAL SECURITY COUNCIL WASHINGTON DC/IMMEDIATE/ 
ZEN/WHITE HOUSE SITUATION ROOM WASHINGTON DC/ IMMEDIATE / 

ALL LEGATS/IMMEDIATE/ 

INFO ZEN/AFIWC KELLY AFB TX//DO///IMMEDIATE/ 

ZEN/CDRUSACIDC FT BELVOIR VA//CIOP-IN///IMMEDIATE/ 

ZEN/DIA WASHINGTON DC//TWI-3///IMMEDIATE/ 

ZEN/DIRACIC FT GEORGE G MEADE MD//IAMG-C-ACIC///IMMEDIATE/ 
ZEN/DIRLIWA FT BELVOIR VA/IMMEDIATE/_ 

ZEN/DIRNAVCRIMINVSERV WASHINGTON DC//22A/20/NAVATAC-22A///IMMEDIATE/ 
ZEN/JTF CND WASHINGTON DC//00/01/N2/N3///IMMEDIATE/ 

ZEN/DISA WASHINGTON DC//D16/D312/D3332///IMMEDIATE/ 

ZEN/HQ AFOSI XOQ BOLLING AFB DC/IMMEDIATE/ 

ZEN/HQ AFOSI ANDREWS AFB MD//XOII///IMMEDIATE/ 


BT 
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CITE: //1301// 


PASS: NIC WARNING STAFF TO NATIONAL WARNING COMMUNITY; NIPC TO 
FEDCIRC; JTF-CND TO APPROPRIATE DOD FACILITIES; WHITE HOUSE 


SITUATION ROOM FOR EOP SECURITY OFFICE. 


SUBJECT: NIPC INFORMATION SYSTEM WARNING 99-010. 

REF: NIPC INFORMATION SYSTEM ADVISORY 99-008 (11 MAY 99). 
1. -Peve} THE PURPOSE OF THIS ADVISORY IS TO SUMMARIZE RECENT, 
WELL-PUBLICIZED HACKER ACTIVITY AGAINST U.S. GOVERNMENT SITES AND 
PROVIDE AN ASSESSMENT AND RECOMMENDATIONS. 
2. reve} ON 26 MAY THE FBI DALLAS OFFICE EXECUTED NUMEROUS 
SIMULTANEOUS SEARCH WAR TS, INCLUDING INDIVIDUALS FROM THE 
HACKER GROUP QUOTE GLOBAL HELL ENDQUOTE. ALLEGEDLY BECAUSE OF 
THESE SEARCHES, ponaghs GATMING TO BE MEMBERS OF THE GROUP TOOK 
CREDIT FOR A SUBSEQUENT DENIAL OF SERVICE ATTACK ON THE FBI WEB 
SITE (HOSTED BY IBM GLOBAL NETWORKS). THE’ U.S. SENATE WEB SITE 
WAS ALSO REPORTEDLY HACKED IN RESPONSE he ve FBI SEARCHES, BY 
THE HACKER GROUP QUOTE MASTERS OF DOWNLOADING ENDQUOTE. OVER THE 


MEMORIAL DAY WEEKEND, PUBLIC REPORTS/OF ADDITIONAL SEARCHES 
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INVOLVING GLOBAL HELL MEMBERS WERE FOLLOWED BY ADDITIONAL WEB 
PAGE HACKS INCLUDING THE DEPARTMENT OF INTERIOR (CLAIMED BY 
GLOBAL HELL) AND THE DEPARTMENT OF ENERGY’S IDAHO NATIONAL 
ENGINEERING AND ENVIRONMENTAL LABORATORY (CLAIMED BY FORPAXE) . 

3. Fete} THE hanenes MESSAGE IDENTIFIES THE PORTUGUESE HACKER 


GROUP QUOTE FORPAXE ENDQUOTE AND THEIR INITIAL ACTIVITY OVER THE 


PAST SIX WEEK IN ADDITION TO THE DOE IDAHO LABORATORY, FORPAXE 
HAS CLAIMED ESPONSIBILITY (ON ATTRITION.ORG) FOR DOZENS OF 
ADDITIONAL WEB PAGE HACKS OVER THE PAST FEW DAYS OF VARIOUS 
COMMERCIAL AND PUBLIC SITES. THESE CLAIMS ARE UNCORROBORATED AND 
INCONSISTENT WITH THEIR PRIOR U.S. GOVERNMENT AND MILITARY WEB 
PAGE HACKING OVER THE PAST SIX WEEKS. UNLIKE BEFORE, THIS PAST 
WEEKEND’S HACKING SUGGESTS THE USE OF AUTOMATED TOOLS, AND THE 
LANGUAGE IN THEIR WEEKEND STATEMENT REFLECTS MORE HACKER SUPPORT 
THAN A PORTUGUESE PROTEST AGENDA. THERE IS LITTLE DIRECT 
EVIDENCE THAT FORPAXE IS REALLY (OR STRICTLY) A PORTUGUESE- 
ASSOCIATED GROUP. 

4. -Feve> ONGOING INVESTIGATIONS OF THIS RECENT HACKER ACTIVITY 
MAY INVOLVE INDIVIDUALS BOTH IN THE UNITED STATES AND OVERSEAS, 


HIGHLIGHTING THE LACK OF POLITICAL AND GEOGRAPHIC BOUNDARIES IN 


CYBER SPACE. THIS RECENT HACKER ACTIVITY MAY CONTINUE AND MAY 
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INCLUDE A PROTEST OF AND/OR RESPONSE TO AN EXPECTED JUNE 


b7E 
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5. (U) RECOMMENDATIONS: NIPC SUGGESTS THAT RECIPIENTS CONSIDER 


THE FOLLOWING ACTIONS TO PROTECT INFORMATION SYSTEMS AND 


NETWORKS: 
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ZEN/DEPT OF COMMERCE WASHINGTON DC//OSY///IMMEDIATE/ 


ZEN/DEPT OF ENERGY WASHINGTON DC//CN-1/NN60/NN62/HR42///IMMEDIATE/ 


ZEN/DEPT OF ENERGY GERMANTOWN MD//MA43///IMMEDIATE/ 


ZEN/DOE LAWRENCE LIVERMORE LAB LIVERMORE CA//CIAC///IMMEDIATE/ 


ZEN/DEPT 
ZEN/DEPT 
ZEN/DEPT 
ZEN/DEPT 
ZEN/DEPT 


ZEN/DEPT 


OF 


OF 


OF 


OF 


OF 


OF 


INTERIOR WASHINGTON DC//5040///IMMEDIATE/ 

JUSTICE COMMAND CENTER WASHINGTON DC/IMMEDIATE/ 
JUSTICE WASHINGTON DC/IMMEDIATE/ 

STATE WASHINGTON DC//DS/IST/ITA/INR/TNR///IMMEDIATE/ 
TRANSPORTATION WASHINGTON DC//S60/S80///IMMEDIATE/ 


TREASURY WASHINGTON DC//NSTR///IMMEDIATE/ 


ZEN/DIA WASHINGTON DC//TERR DESK/TWC-2///IMMEDIATE/ 


ZEN/DIRACIC FT GEORGE G MEADE MD//IANG-C-ACIC///IMMEDIATE/ 


ZEN/DIRLIWA FT BELVOIR VA/IMMEDIATE/ 


ZEN/DIRNAVCRIMINVSERV WASHINGTON DC//22A/NAVATAC-22A///IMMEDIATE/ 


ZEN/DISA WASHINGTON DC//D16/D312/D3332///IMMEDIATE/ 


ZEN/DLA FT BELVOIR VA//CAASI/CI///IMMEDIATE/ 


ZEN/DRUG ENFORCEMENT ADMIN HQ WASHINGTON DC/IMMEDIATE/ 


ZEN/117PLA//DSDC COLUMBUS OH/TAC///IMMEDIATE/ 


ZEN/DTRA ALEX WASHINGTON DC//OPSS///IMMEDIATE/ 


ZEN/DTRA DULLES WASHINGTON DC/IMMEDIATE/ 


ZEN/FAA NATIONAL HQ WASHINGTON DC//ACI-100/ACO-700///IMMEDIATE/ 


